What’s new?

Trends that influence surveillance
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Mirai Botnet Infects Devices in 164 Countries

srghire on October 28, 2016
in - ORI

Mirai, the infamous botnet used in the recent massive distributed denial of service
(DDoS) attacks against Brian Krebs’ blog and Dyn’s DNS infrastructure, has ensnared
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According to Imperva researchers, the investigation of an attack carried out in August has
revealed around 49,657 unique IPs hosting Mirai-infected devices, mostly CCTV cameras,
already proven popular targets for loT botnets.

These IP addresses, researchers say, are located in 164 countries, with Vietnam taking the
top spot at 12.8%, followed by Brazil at 11.8%, the United States at 10.9%, China at 8.8%, and [
Mexico at 8.4%. South Korea, Taiwan, Russia, Romania and Colombia are rounding up top ten
most affected countries. Remote locations such as Montenegro, Tajikistan and Somalia were
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main purposes: find and compromise devices to increase the botnet’s footprint, and launch
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DDoS attacks based on received instructions.
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Recent Threats

Ransomware is a version of WannaCry virus

Malware that locks users files unless a sum
is paid using virtual Bitcoin

Attacked on Washington DC Police 2016

Britain National Health Hospital May12,
2017

Affected 99 countries, 75 thousand
detection

Ooops, your files ﬁave been encrypted!

What Happened to My Computer?
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A secure system
calls for active
participation by
the entire supply
chain and the

end users
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Partners in protection
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IP landscape —Video surveillance perspective

Audio/Video

Network

Fire

Intrusion

Video

\ surveillance
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Total Integrated Solution

Shutters, Plant, CCTV Cameras Audio Communication Visitor Management
Lighting, Alarm
Panels etc _ . 3 A8004 connected to
. = -— o Door Lock or integrated
into Access Control

AXIS Camera Station

Inputs A ‘ O

CCTV, Door Station, Access Control -
management
' L 4

Outputs : |
Access Control
3rd Party hardware
C integration
. - | E

CAT5/6 Cables = == A1001 connected to Door

_ l J Lock, Control Reader,
d

Request to EXxit.

POE Switch

A UPS can provide power
redundancy to connected devices

Power



Which one would you have?
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The hype cycle

Peak of Inflated Expectations

Plateau of Productivity

Slope of Enlightenment

 Videoanayies

Trough of Disillusionment
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Areas where analytics are
seeing success

Traffic surveillance Intrusion detection Retail analytics
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Automatic Incident Detection (AID)

Citilog’s Intelligent Automatic Incident Detection -
(AID) solutions enable traffic operators to identify
and address incidents and accidents in real time:

» Stop vehicle

_ » Pedestrian
» Congestion

> Wrong way > Debris

» Smoke (tunnels)

MediaPlayer L




Automatlc InC|dent Detectlon (AID)

Vehicle speed
Vehicle classification

Breakdown
Counter flow
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Intersection control — Smart City

> Presence detection
> Queue measurement at intersections

> Anti gridlock
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Intrusion Detection Solutions
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Detect intruders

Verify events

Take actions
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A perfect

| ~ Thermal 3
complement Network i bod?. /| S— |||F"|
adding value to  FETiEEE KA § - [ cameras -,
surveillance i

systems =
1920x1080 @ nhﬂ 384x288 @

|dentification

Detection at daylight

Detection at night

Detection In
difficult conditions

Thermal vs Optical il
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VMS / SMS
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smart cnalytics for entramce and exit control
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Direction Detector

Tailgaiting Detector

Random Selector

pr

smart cnalytics for preventing tallgating
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+ Smart analytics for people counting Smart mcﬂyﬁcé for queue m::ﬁmgement smeart analytics for determining gender and age

People Counting Queue management Demographics

Edge Based Smart Analytics S
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- j Video Management

(Business
Intelligence)

Security vs Business Optimization
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Music Streaming Scheduled announcements
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Offline playback

= — =S e Event triggered
announcements
Adding Audio to
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Multi-sensor seamless wide-angle coverage




Multi-sensor seamless wide-angle coverage
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Single Panoramic Camere Traditional camera coverage
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VOV
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Image Usability
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So is Bad light spoiling
your image? 2y
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Too much Light?
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» Forensic Capture




Not Enough Lite?

Legacy Camet




No Light — Infra Red integrated into cameras "€ /llumination angle automatically -
follows the angle of view when adjusting

the zoom level at installation
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Temperature Alarm Thermal

“

Upper
Middle

Lower

Find the temperature of critical equipment

- Set temperature based alarms or monitor sites
for hotspots
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y High image quality vs. low bitrate

Video compression




. Zipstream disabled

First graph: Zipstream
disabled

Second graph:
Zipstream with Dynamic
ROI enabled

Third graph: Zipstream
with Dynamic ROI +
Dynamic GOP enabled
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70%
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20%
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H.265 HEVC vs. H.264 AVC vs. Zipstream

SAVINGS
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THANK YOU
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